52478-7100 RESPONSE UNDER 37 CFR SECTION 1.116 

EXPEDITED PROCEDURE - GROUP 2135 

COMPLETE VERSION OF PENDING CLAIMS 

(Cancelled) 

6. (Currently Amended) A The digital content protection system of Claim 5, that 
enables a digital content to be used and includes a recording medium apparatus having a storage 
area for holding digital content information and an access apparatus that reads information from 
and writes information into the storage area, 

the digital content protection system operating according to the following phases: 
an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus; and 

a content transfer phase, performed only when the recording medium 'apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key, 

wherein the recording medium apparatus includes a first calculation means, and 
the access apparatus includes a first authentication information generating means 
and a first authentication means. 
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wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase, 

the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording medium apparatus is 
legitimate fi:om the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

wherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
apparatus is legitimate in the authentication phase, 

the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
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the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 

the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key. 

wherein the recording medium apparatus further includes a first encryption means 
and an inherent key storing means for prestoring the inherent key, and 

the access apparatus further includes a first decryption means, 

wherein while the recording medium apparatus secretly transmits the inherent key 
to the access apparatus in the authentication phase, 

the first encryption means generates an encrypted inherent key by applying a first 
encryption algorithm to the inherent key and outputs the encrypted inherent key to the access 
apparatus, and 

the first decryption means receives the encrypted inherent key and generates a 
decrypted inherent key by applying a first decryption algorithm to the encrypted inherent key, 
the first decryption algorithm being used to decrypt cipher text generated with the first 
encryption algorithm, 

wherein the recording medium apparatus fiirther includes a first key storing 
means for prestoring a first key, and 

the access apparatus further includes a second key storing means for prestoring a 
second key that corresponds to the first key. 
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wherein the first encryption means encrypts the inherent key using the first key, 

and 

the first decryption means decrypts the encrypted inherent key using the second 

key, 

wherein the first key and the second key are the same master key, and 
the first decryption means decrypts the encrypted inherent key using the second 
key that is the same as the first key. 

7. (Currently Amended) A The digital content protection system of Claim 5, that 
enables a digital content to be used and includes a recording medium apparatus having a storage 
area for holding digital content information and an access apparatus that reads information from 
and writes information into the storage area. 

the digital content protection system operating according to the following phases: 
an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus: and 

a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfiilly authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content fi-om the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key. 
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wherein the recording medium apparatus includes a first calculation means, and 

the access apparatus includes a first authentication information generating means 
and a first authentication means. 

wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase, 

the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording medium apparatus is 
legitimate fi-om the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

wherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
apparatus is legitimate in the authentication phase. 
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the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 

the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key, 

v^herein the recording medium apparatus further includes a first encryption means 
and an inherent key storing means for prestoring the inherent key, and 

the access apparatus fixrther includes a first decryption means, 

v^herein while the recording medium apparatus secretly transmits the inherent key 
to the access apparatus in the authentication phase, 

the first encryption means generates an encrypted inherent key by applying a first 
encryption algorithm to the inherent key and outputs the encrypted inherent key to the access 
apparatus, and 

the first decryption means receives the encrypted inherent key and generates a 
decrypted inherent key by applying a first decryption algorithm to the encrypted inherent key, 
the first decryption algorithm being used to decrypt cipher text generated with the first 
encryption algorithm. 
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wherein the recording medium apparatus further includes a first key storing 
means for prestoring a first key, and 

the access apparatus further includes a second key storing means for prestoring a 
second key that corresponds to the first key, 

wherein the first encryption means encrypts the inherent key using the first key, 

and 

the first decryption means decrypts the encrypted inherent key using the second 

key, 

wherein the first key is a public key that is calculated firom the second key 
according to a public key determination algorithm of a public key cryptosystem, 

the first encryption algorithm is an encryption algorithm of the public key 
cryptosystem, and 

the first decryption algorithm is a decryption algorithm of the public key 

cryptosystem, 

wherein the first encryption means encrypts the inherent key according to the 
encryption algorithm of the public key cryptosystem using the first key that is the public key, and 

the first decryption means decrypts the encrypted inherent key according to the 
decryption algorithm of the public key cryptosystem using the second key. 

8. (Currently Amended) A The digital content protection system of Claim 5, that 
enables a digital content to be used and includes a recording medium apparatus having a storage 
area for holding digital content information and an access apparatus that reads information fi-om 
and writes information into the storage area. 
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the digital content protection system operating according to the following phases: 

an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus: and 

a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key, 

wherein the recording medium apparatus includes a first calculation means, and 

the access apparatus includes a first authentication information generating means 
and a first authentication means, 

wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase, 

the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
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authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording medium apparatus is 
legitimate fi-om the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

wherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
apparatus is legitimate in the authentication phase, 

the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 

the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key, 

wherein the recording medium apparatus further includes a first encryption means 
and an inherent key storing means for prestoring the inherent key, and 
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the access apparatus further includes a first decryption means. 

wherein while the recording medium apparatus secretly transmits the inherent key 
to the access apparatus in the authentication phase, 

the first encryption means generates an encrypted inherent key by applying a first 
encryption algorithm to the inherent key and outputs the encrypted inherent key to the access 
apparatus, and 

the first decryption means receives the encrypted inherent key and generates a 
decrypted inherent key by applying a first decryption algorithm to the encrypted inherent key, 
the first decryption algorithm being used to decrypt cipher text generated with the first 
encryption algorithm. 

wherein the recording medium apparatus fiirther includes a first key storing 
means for prestoring a first key, and 

the access apparatus further includes a second key storing means for prestoring a 
second key that corresponds to the first key, 

wherein the first encryption means encrypts the inherent key using the first key, 

and 

the first decryption means decrypts the encrypted inherent key using the second 

key, 

wherein the second key is a public key that is calculated from the first key 
according to a public key determination algorithm of a recoyery signature processing method, 

the first encryption algorithm is a signature processing algorithm of the recovery 
signature processing method, 
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the first encryption means generates the encrypted inherent key that is a signature 
text by applying the first encryption algorithm to the inherent key using the first key, 

the first decryption algorithm is a verification processing algorithm of the 
recovery signature processing method, and 

the first decryption means generates the decrypted inherent key by applying the 
first decryption algorithm to the encrypted inherent key that is the signature text using the second 
key. 

9. (Currently Amended) A The digital content protection system of Claim 4 , that 
enables a digital content to be used and includes a recording medium apparatus having a storage 
area for holding digital content information and an access apparatus that reads information fi-om 
and writes information into the storage area, 

the digital content protection system operating according to the following phases: 
an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus; and 

a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key. 
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wherein the recording medium apparatus includes a first calculation means, and 

the access apparatus includes a first authentication information generating means 
and a first authentication means, 

wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase, 

the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording medium apparatus is 
legitimate fi-om the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

wherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
a pparatus is legitimate in the authentication phase. 



52478.7 1 00\COUSINC\IRV\3 74275 



13 



Docket No.: 52478-7100 



RESPONSE UNDER 37 CFR SECTION 1.116 
EXPEDITED PROCEDURE - GROUP 2135 



the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 

the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key, 

wherein the recording medium apparatus further includes a first encryption means 
and an inherent key storing means for prestoring the inherent key, and 

the access apparatus further includes a first decryption means, 

wherein while the recording medium apparatus secretly transmits the inherent key 
to the access apparatus in the authentication phase, 

the first encryption means generates an encrypted inherent key by applying a first 
encryption algorithm to the inherent key and outputs the encrypted inherent key to the access 
apparatus, and 

the first decryption means receives the encrypted inherent key and generates a 
decrypted inherent key by applying a first decryption algorithm to the encrypted inherent key, 
the first decryption algorithm being used to decrypt cipher text generated with the first 
encryption algorithm. 
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wherein the recording medium apparatus further includes: 

a first master key storing means for prestoring a first master key group that 
includes a plurality of master keys; and 

a first selection means for selecting a master key out of the first master key group 
as a first key, and 

the access apparatus further includes: 

a second master key storing means for prestoring a second master key group that 
includes a plurality of master kegs, the first master key group and the second master key group 
include the same plurality of master keys; and 

a second selection means for selecting a master key out of the second master key 
group as a second key, the second key being the same as the first key, 

wherein the first encryption means encrypts the inherent key using the master key 
selected as the first key, and 

the first decryption means decrypts the encrypted inherent key using the master 
key selected as the second key. 

10. (Currently Amended) A The digital content protection system of Claim 4 , that 
enables a digital content to be used and includes a recording medium apparatus having a storage 
area for holding digital content information and an access apparatus that reads information from 
and writes information into the storage area. 

the digital content protection system operating according to the following phases: 
an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
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apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus: and 

a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (h) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key, 

wherein the recording medium apparatus includes a first calculation means, and 

the access apparatus includes a first authentication information generating means 
and a first authentication means, 

wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase, 

the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 
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the first authentication means judges whether the recording medium apparatus is 
legitimate from the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

wherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
apparatus is legitimate in the authentication phase, 

the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 

the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key, 

wherein the recording medium apparatus further includes a first encryption means 
and an inherent key storing means for prestoring the inherent key, and 

the access apparatus further includes a first decryption means. 



52478.7 1 00\COUSINC\IRV\3 74275 



17 



Docket No.: 52478-7100 



RESPONSE UNDER 37 CFR SECTION 1.116 
EXPEDITED PROCEDURE - GROUP 2135 



wherein while the recording medium apparatus secretly transmits the inherent key 
to the access apparatus in the authentication phase, 

the first encryption means generates an encrypted inherent key by applying a first 
encryption algorithm to the inherent key and outputs the encrypted inherent key to the access 
apparatus, and 

the first decryption means receives the encrypted inherent key and generates a 
decrypted inherent key by applying a first decryption algorithm to the encrypted inherent key, 
the first decryption algorithm being used to decrypt cipher text generated with the first 
encryption algorithm, 

wherein the first encryption means prestores a first subgroup key, generates a 
transformed key by performing a first conversion on the inherent key using the first subgroup 
key, and generates the encrypted inherent key by applying the first encryption algorithm to the 
transformed key, and 

the first decryption means prestores a second subgroup key that is the same as the 
first subgroup key, generates a decrypted transformed key by applying the first decryption 
algorithm to the encrypted inherent key, and generates the decrypted inherent key by performing 
an inversion operation of the first conversion operation on the decrypted transformed key using 
the second subgroup key. 
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11. (Currently Amended) The digital content protection system of Claim [[4]] 9, 
wherein the first encryption means prestores a first subgroup key, generates a 

cipher text by applying the first encryption algorithm to the inherent key, and generates the 
encrypted inherent key by performing a first conversion operation on the cipher text using the 
first subgroup key, and 

the first decryption means prestores a second subgroup key that is' the same as the 
first subgroup key, generates a decryption text by performing an inverse operation of the first 
conversion operation on the encrypted inherent key using the second subgroup key, and 
generates the decrypted inherent key by applying the first decryption algorithm to the decryption 
text. 

12. (Currently Amended) The digital content protection system of Claim [[4]] 9, 
wherein the recording medium apparatus fiirther includes a first key storing 

means for prestoring a first key that is a master key, and 

the access apparatus fiirther includes a second key storing means for prestoring a 
second key that is the same master key as the first key, 

wherein the first encryption means prestores a first subgroup key, generates an 
encrypted first key by performing a first conversion operation on the first key using the first 
subgroup key, and generates the encrypted inherent key by applying the first encryption 
algorithm to the inherent key using the encrypted first key, and 

the first decryption means prestores a second subgroup key that is the same as the 
first subgroup key, generates an encrypted second key by performing a second conversion 
operation, which is the same as the first conversion operation, on the second key using the 
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second subgroup key, and generates the decrypted inherent key by applying the first decryption 
algorithm to the encrypted inherent key using the encrypted second key. 

13. (Currently Amended) A The digital content protection system of Claim 3, that 
enables a digital content to be used and includes a recording medium apparatus having a storage 
area for holding digital content information and an access apparatus that reads information from 
and writes information into the storage area, 

the digital content protection system operating according to the following phases: 
an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus: and 

a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key, 

wherein the recording medium apparatus includes a first calculation means, and 
the access apparatus includes a first authentication information generating means 
and a first authentication means, 

wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase, 
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the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording medium apparatus is 
legitimate fi:om the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

wherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
apparatus is legitimate in the authentication phase, 

the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 
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the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key. 

wherein the first authentication means includes: 

a third calculation means for generating third calculated authentication 
information by performing a third calculation that is the same as the first calculation on the first 
authentication information using the secretly transmitted inherent key; and 

a first comparison means for judging whether the first calculated authentication 
information matches the third calculated authentication information and, if so, determining that 
the recording medium apparatus is legitimate. 

14. (Original) The digital content protection system of Claim 13, 
wherein the second authentication means includes: 

a fourth calculation means for generating fourth calculated authentication 
information by performing a fourth calculation that is the same as the second calculation on the 
second authentication information using the inherent key; and 

a second comparison means for comparing the second calculated authentication 
information with the fourth calculated authentication information and judging, when the second 
calculated authentication information matches the fourth calculated authentication information, 
that the access apparatus is legitimate. 
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15. (Original) The digital content protection system of Claim 14, 

wherein the first calculation means prestores a first subgroup key, generates a 
transformed inherent key by performing a first conversion operation on the inherent key using 
the subgroup key, and generates the first calculated authentication information by performing the 
first calculation on the first authentication information using the transformed inherent key, and 

the third calculation means prestores a second subgroup key that is the same as 
the, first subgroup key, generates a decrypted transformed inherent key by performing an 
inversion operation of the first conversion operation on the secretly transmitted inherent key 
using the subgroup key, and generates the third calculated authentication information by 
performing a calculation that is the same as the first calculation on the first authentication 
information using the decrypted transformed inherent key. 

16. (Original) The digital content protection system of Claim 14, 

wherein the first authentication information generating means generates a random 
number as the first authentication information, and 

the second authentication information generating means generates a random 
number as the second authentication information. 
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17. (Currently Amended) A Tfee digital content protection system of Claim 3, that 
enables a digital content to be used and includes a recording medium apparatus having a storage 
area for holding digital content information and an access apparatus that reads information from 
and writes information into the storage area. 

the digital content protection system operating according to the following phases: 
an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus: and 

a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key. 

wherein the recording medium apparatus includes a first calculation means, and 
the access apparatus includes a first authentication information generating means 
and a first authentication means. 

wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase. 
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the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus. 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording mediimi apparatus is 
legitimate fi-om the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

yyherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
a pparatus is legitimate in the authentication phase, 

the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 
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the second authentication means judges whether the access apparatus is legitimate 
from the second authentication infomiation and the second calculated authentication infomiation 
using the inherent key, 

wherein the first calculation is a first encryption algorithm, 

the first calculation means generates the first calculated authentication 
information by applying the first encryption algorithm to the first authentication information 
using the inherent key, and 

the first authentication means generates first decrypted authentication information 
by applying a first decryption algorithm to the first calculated authentication information using 
the secretly transmitted inherent key, compares the first authentication information with the first 
decrypted authentication information, and judges, when the first authentication information 
matches the first decrypted authentication information, that the recording medium apparatus is 
legitimate, 

wherein the first decryption algorithm is used to decrypt a cipher text generated 
using the first encryption algorithm. 

1 8. (Original) The digital content protection system of Claim 17, 

wherein the second calculation is a second encryption algorithm, 

the second calculation means generates the second calculated authentication 

information by applying the second encryption algorithm to the second authentication 

information using the secretly transmitted inherent key, and 

the second authentication means generates second decrypted authentication 

information by applying a second decryption algorithm to the second calculated authentication 
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information using the inherent key, compares the second authentication information with the 
second decrypted authentication information, and judges, when the second authentication 
information matches the second decrypted authentication information, that the access apparatus 
is legitimate, 

wherein the second decryption algorithm is used to decrypt a cipher text generated 
using the second encryption algorithm. 

19. (Original) The digital content protection system of Claim 18, 

wherein the first calculation means prestores a first subgroup key, generates a 
transformed inherent key by performing a first conversion on the inherent key using the first 
subgroup key, and generates the first calculated authentication information by applying the first 
encryption algorithm to the first authentication information using the transformed inherent key, 
and 

the first authentication means prestores a second subgroup key that is the same as 
the first subgroup key, generates a decrypted transformed inherent key by performing an 
inversion operation of the first conversion on the secretly transmitted inherent key using the 
second subgroup key, and generates the first decrypted authentication information by applying 
the first decryption algorithm to the first calculated authentication information using the 
decrypted transformed inherent key. 
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20. (Original) The digital content protection system of Claim 18, 

wherein the first authentication information generating means generates a random 
number as the first authentication information, and 

the second authentication information generating means generates a random 
number as the second authentication information. 

21 . (Currently vVmended) The digital content protection system of Claim [[3]] 13, 
wherein the storage area holds digital content information that is generated by 

applying an encryption algorithm to a digital content using the inherent key, 

the recording medium apparatus further includes an output means for reading, 
when the recording medium apparatus and the access apparatus have successfully authenticated 
each other, the digital content information from the storage area and outputting the read digital 
content information to the access apparatus, and 

the access apparatus that reads information from the storage area further includes: 
a content decryption means for receiving the digital content information from the 
recording medium apparatus and generating a decrypted digital content by applying a decryption 
algorithm to the digital content information using the secretly transmitted inherent key, the 
decryption algorithm being used to decrypt a cipher text generated using the encryption 
algorithm; and 

a reproduction means for reproducing the decrypted digital content. 
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22. (Currently Amended) The digital content protection system of Claim [[3]] 13, 

wherein the access apparatus that writes information into the storage area further 

includes: 

a content obtaining means for obtaining a digital content from the outside; and 
a content encryption means for generating digital content information by applying 
an encryption algorithm to the obtained digital content using the secretly transmitted inherent 
key, and outputting the digital content information to the recording medium apparatus, 
wherein the storage area holds the outputted digital content information. 

23-33. (Cancelled) 

34. (Currently Amended) A The recording medium apparatus of Claim 33, that has a 
storage area for holding digital content information and is used in a digital content protection 
system, 

wherein the digital content protection system enables a digital content to be used 
and further includes an access apparatus that reads information from and writes information into 
the storage area, and 

the digital content protection system operates according to the following phases: 
an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus: and 
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a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key, 

wherein the recording medium apparatus includes a first calculation means, and 

the access apparatus includes a first authentication information generating means 
and a first authentication means, 

wherein while the access apparatus judges whether the recording medium 
apparatus is legitimate in the authentication phase. 

the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording medium apparatus is 
legitimate from the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key. 

wherein the access apparatus includes a second calculation means, and 
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the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
apparatus is legitimate in the authentication phase, 

the second authentication information generating means generates second 
authentication information and outputs the second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 

the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key^ 

wherein the first authentication means includes: 

a third calculation means for generating third calculated authentication 
information by performing a third calculation that is the same as the first calculation on the first 
authentication information using the secretly transmitted inherent key: and 

a first comparison means for judging whether the first calculated authentication 
information matches the third calculated authentication information and, if so, determining that 
the recording medium apparatus is legitimate . 
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35-36. (Cancelled) 

37. (Currently Amended) An The access apparatus of Claim 36, that reads 
information from and writes information into a storage area of a recording medium apparatus and 
is included in a digital content protection system, 

wherein the storage area holds digital content information, 

the digital content protection system enables a digital content to be used and 
includes the recording medium apparatus and the access apparatus. 

wherein the digital content protection system operates according to the following 

phases: 

an authentication phase where the recording medium apparatus secretly transmits 
an inherent key to the access apparatus, and the recording medium apparatus and the access 
apparatus perform mutual authentication using the inherent key, the inherent key being 
information that is unique to the recording medium apparatus; and 

a content transfer phase, performed only when the recording medium apparatus 
and the access apparatus have successfully authenticated each other, where the access apparatus 
either (a) encrypts a digital content using the secretly transmitted inherent key and sends the 
encrypted digital content to the recording medium apparatus or (b) receives an encrypted digital 
content from the recording medium apparatus and decrypts the encrypted digital content using 
the secretly transmitted inherent key, 

wherein the recording medium apparatus includes a first calculation means, and 

the access apparatus includes a first authentication information generating means 
and a first authentication means. 
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wherein while the access apparatus judges whether the recording medium 
a pparatus is legitimate in the authentication phase, 

the first authentication information generating means generates first 
authentication information and outputs the first authentication information to the recording 
medium apparatus, 

the first calculation means receives the first authentication information, generates 
first calculated authentication information by performing a first calculation on the received first 
authentication information using the inherent key, and outputs the first calculated authentication 
information to the access apparatus, and 

the first authentication means judges whether the recording medium apparatus is 
legitimate from the first authentication information and the first calculated authentication 
information using the secretly transmitted inherent key, 

wherein the access apparatus includes a second calculation means, and 

the recording medium apparatus includes a second authentication information 
generating means and a second authentication means, 

wherein while the recording medium apparatus judges whether the access 
apparatus is legitimate in the authentication phase, 

the second authentication information generating means generates second 
authentication information and outputs the ,second authentication information to the access 
medium apparatus, 

the second calculation means receives the second authentication information, 
generates second calculated authentication information by performing a second calculation on 
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the received second authentication information using the secretly transmitted inherent key, and 
outputs the second calculated authentication information to the recording medium apparatus, and 

the second authentication means judges whether the access apparatus is legitimate 
from the second authentication information and the second calculated authentication information 
using the inherent key^ 

wherein the first authentication means includes: 

a third calculation means for generating third calculated authentication 
information by performing a third calculation that is the same as the first calculation on the first 
authentication information using the secretly transmitted inherent key; and 

a first comparison means for judging whether the first calculated authentication 
information matches the third calculated authentication information and, if so, determining that 
the recording medium apparatus is legitimate . 

38-41. (Cancelled) 
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